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ABSTRACT. Do undergraduate students perceive that it
is more acceptable to ‘cheat’ using information technol-
ogy (IT) than it is to cheat without the use of IT? Do
business discipline-related majors cheat more than non-
business discipline-related majors? Do undergraduate
students perceive it to be more acceptable for them per-
sonally to cheat than for others to cheat? Questionnaires
were administered to undergraduate students at five
geographical academic locations in the spring, 2006 and
fall 2006 and spring, 2007. A total of 708 usable ques-
tionnaires were returned including 532 from students
majoring in business-related disciplines and 139 from
students majoring in non-business related disciplines (37
were undecided). It appears that in terms of intellectual
property violations, undergraduate students in general
find cheating using IT more acceptable than cheating
without the use of IT. It also appears that undergraduate
students perceive that it is relatively more acceptable for
them to personally cheat when using IT than for others to
cheat when using IT, although this is reversed when IT is
not involved. No significant differences on these issues
were found between undergraduate students having
business discipline-related majors and those having non-
business discipline-related majors.
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Introduction

In the 2006 Josephson Institute’s report card on
American youth survey of 36,000 high school stu-
dents, 60% admitted to cheating on a test during the
past year and 33% said they used the Internet to
plagiarize an assignment (Josephson, 2006). Despite
these high levels of dishonesty, 92% said they were

satisfied with their personal ethics and character and
74% said that when it comes to what is right, they
are better than most people they know (Center for
Academic Integrity, 2006). According to Josephson,
the 2006 results were almost identical to those re-
ported in 2004.

Many studies examine students’ attitudes toward
cheating, but fewer focus on cheating using infor-
mation technology (IT). With respect to cheating
regarding business students, for example, Gulli et al.
(2007) reported that a survey of graduate students
published in 2006 by the Academy of Management
Learning and Education found that business students
were the worst cheaters, followed closely by engi-
neering students. McCabe and Trevino (1993)
found that business students cheat more often than
non-business students, and Crown and Spiller (1998)
suggest that business students tolerate unethical
behaviors more often than do non-business students.
In contrast, Iyer and Eastman (2006) found that non-
business students would engage in higher levels of
academic dishonesty than will business majors.

With respect to cheating using I'T, Muir (2006)
reported on a survey of Canadian students, who
thought that stealing software from a store is a seri-
ous offense; but only 40% of these thought that
illegally downloading software from the Internet is
stealing. Taylor (2004) found in a recent study that
65% of undergraduate business majors as compared
with 56% of non-business majors indicated that it is
not ethical to download software or music from the
Internet without paying or complying with license
agreements. According to McCabe (2005), while
10% of students admitted to cut-and-paste plagiarism
from the Internet in 1999, almost 40% admit to
doing so in 2005, and a majority of students (77%)
believe such cheating is not a very serious issue.
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Wood (2004) states that because students have
grown up in the world of the Internet with its easy
access to information, they simply don’t consider
cut-and-paste Internet copying as plagiarism.

There appears to be an ongoing disconnect
between student’s ideas of what is ethical in terms of
their personal ethics or character and their actions in
terms of intellectual property violations. Could the
integration of IT into academia be causing this dis-
connect? That is, do undergraduate students perceive
that it is more acceptable to cheat using IT than
cheating without the use of IT? Given that today’s
undergraduate students are the employees of tomor-
row and if the ethics they have as undergraduates shape
their behaviors in the future, then we need to
understand and address this gap in students’ ethical
behaviors before they enter the working arena. For
instance, one survey reported that 78% of organiza-
tions have disciplined employees for dishonest use of
the Internet (Messmer, 2002).

Objectives

Although the literature contains a variety of research
on ethics and IT, there has been a lack of empirical
research on studying student perceptions’ of ethical
issues in using IT. Lawson (2004) indicates, for
example, that students who cheat in an academic
setting are more likely to support unethical behaviors
in a business setting than are those who do not cheat
as students. Research on student IT ethics is needed
because by working to affect positive IT ethics in
students, it may be possible to positively influence
the direction of their I'T ethics in the organizations
where they work after graduation.

This article looks at students’ perceptions of
cheating using IT. In order to evaluate our students’
perceptions of cheating, we first describe what we
define as cheating. Molnar et al. (2005) defined
cheating as a “violation of intellectual property;
including plagiarism of any kind.” We begin by
looking at previous research on student cheating, I'T
ethical theory and how IT-related ethical issues
might affect decision making. We then propose a
conceptual framework to empirically study this issue,
outline the methodology for our research, present

and examine the results, offer conclusions and
implications and suggest areas for future research.

Background and literature review
Previous research on student cheating

Ethical or unethical behavior takes place as a result of
an ethical dilemma (Bommer et. al., 1987). How we
resolve these ethical dilemmas is linked to a myriad
of factors. Operationally, we need to understand the
major factors involved in ethical decision making in
order to understand ethical/unethical behaviors.
Predisposition to engage in ethical or unethical
behavior is a complex issue. Previous studies of
academic dishonesty among college students have
focused on two major areas: studies of individual
factors and studies of situational factors (Crown and
Spiller, 1998; Whitley, 1998). The majority of this
research has focused on the individual factors
including gender (Nowell and Laufer, 1997;
Whitley, 1998; Crown and Spiller, 1998; Ward and
Beck, 1989), grade point average (Leming, 1980;
Tittle and Rowe, 1973), age (Turiel et al., 1987),
moral development (Kohlberg, 1969, 1971, 1976,
1980, 1984, 1985), undergraduate/graduate status
(Roig and Ballew, 1994; Nowell and Laufer, 1997),
and academic major (McCabe and Trevino, 1995) to
name just a few. However, large multi-institutional
studies have indicated that situational factors play a
critical role in ethical behaviors (McCabe and
Trevino, 1993, 1997). Buckley et al. (1998) found
that one of the most effective predictors of student
cheating was the probability of being caught and
penalized. Becker (1968) suggests that cheating
occurs because the benefits of cheating outweigh the
costs. The problem is the majority of research on
student cheating was undertaken before the advent
of the Internet and IT. IT has dramatically changed
the situational factors by lowering the barriers to
cheating through increasing the opportunities to
cheat, decreasing the observability of cheating,
decreasing the chances of being caught and reducing
the risk of punishment, thereby increasing the ben-
efits of cheating while outweighing the costs. Thus
the factors that led to student cheating before IT
came into widespread use no longer impact students’
decisions to cheat in the same way as they did before.
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IT ethical theory

We begin looking at IT ethical theory by starting with
Azjen’s theory of planned behavior (1991). The the-
ory of planned behavior (TPB) proposes that indi-
vidual intention to perform behaviors can be
predicted by attitude toward the behavior, subjective
norms, and perceived behavioral control. The TPB
has been successtully applied to ethical situations
involving academic dishonesty (Beck and Azjen,
1991) and IT ethics (Kreie and Cronan, 2000; Leon-
ard and Cronan, 2002; Haines and Leonard, 2004). In
1998, Banerjee et al., proposed an expansion of this
model to specifically deal with problems involving
ethical issues or ethical behavior which incorporates
variables from models in moral development research.
This research showed that *
variable in explaining ethical behavior intention was

...the most important

the organization-scenario variable... In addition, an
individual’s personal normative beliefs and organiza-
tional ethical climate were statistically significant
variables (p. 42).” In other words, an individual’s
intention to behave ethically/unethically is strongly
related to the individual’s perceived organizational
environment (i.e., ethics are situationally specific) and
influenced by the person’s normative beliefs. Nor-
mative beliefs refer to the moral obligation to perform
anact (Schwartz and Tessler, 1972). Kreie and Cronan
(2000) found that people rely heavily on their personal
values when deciding what is ethical or unethical
behavior. However, when the ethical issue in a given
situation is not considered of great importance, people
are more likely to consider what company standards
say to do or not to do. Payne and Nantz (1994) saw
that students perceived a difference between cheating
on exams (seen as blatant cheating) and other forms as
cheating, such as plagiarism (seen as not really cheat-
ing). Scanlon (2003) suggests that widespread use of
the Internet may be changing students’ conception of
‘fair use’ leading them to believe all information in
cyberspace is public knowledge and therefore cutting
and pasting from public knowledge is not considered
plagiarism. In the University of Guelph news release
(2006) regarding research on academic misconduct
problems in Canada, one of the researchers of the
study, Christensen-Hughes, states

Many students have a different view of what con-
stitutes academic misconduct, particularly when it

comes to working with others or in situations they
perceive to be unfair. Students may engage in these
behaviours simply because they don’t believe they’re
wrong. These results may be indicative of a clash
between a collaborative student culture and a more
traditional, individualistic faculty culture. The prob-
lem could also stem from the fact that only 14 per
cent of the students thought they would get caught
for cheating in high school and even fewer indicated
they would be embarrassed to tell their friends they
had done so.

How IT may affect ethical decision making

Ethical standards are still evolving for IT creating a
problematic situation. In the IT literature there
appears to be a chasm of thought on whether or not
IT ethics is essentially difterent from ‘regular’ ethics
and whether research conclusions regarding more
traditional ethical issues apply to IT behavioral
intentions (Moor, 1985; Tavani, 2002). Computers
have changed forever the way we conduct business
and live our lives. Each year of the information age
means more and faster processing by smaller and
more powerful computers, and easier and more
geographically dispersed opportunities to connect to
Internet resources. The increased capabilities of
computers, along with easy and widely available
Internet access, present new ethical challenges.
Parker et al. (1990) ofter several reasons why ethical
problems involving IT pose a special challenge.

e Using computers and data communications
alters the relationship among people. There
are no longer face-to-face interactions.

e Information in electronic form is far more
‘fragile’ than when it is on paper. The ques-
tions of property rights, plagiarism, piracy
and privacy become active issues.

e Efforts to protect information integrity, con-
fidentiality and availability often conflict
with the benefits of information sharing.

e The lack of widespread means of authoriza-
tion and authentication exposes I'T to uneth-
ical practice.

Phukan (2005) suggests that the reason people are
willing to commit intellectual property violations on
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the Internet when they would not otherwise, is
because they do not perceive there is a real victim.

Kallman and Grillo (1993) state that there are two
concepts that have a major effect on how humans
perceive computers and, therefore, how humans
perceive ethical situations involving computers, the
order-of-magnitude effect and the effort effect. The
order-of-magnitude eftect is based on the fact that,
for each tenfold increase in speed (one order of
magnitude), our perception of what is going on
changes dramatically. Computers operate at a speed
that is several orders of magnitude faster than human
activity and this increase in power has occurred over
a number of years. As a consequence of rapid IT
growth, we are forced to adapt on a continuing basis.
There is pressure to keep up with the competitive
edge. We can barely manage to learn the new
technologies before they change and as a result, we
often pay little attention to the consequences of their
use. Due to the order-of-magnitude effect, harmless
situations may turn into harmful ones without our
realizing it.

The second concept, the effort effect, maintains
that, if a task is not worth the effort, people will tend
to not undertake it. For example, in an academic
setting, retyping an entire paper manually may not
be considered worth the effort. However, using the
Internet and ‘cut and paste’ technology, an entire
paper or parts of it can be downloaded into a word
processor in a matter of seconds. The elimination of
effort required to access and collate large quantities
of data poses its own threat. If I'T and the order-of-
magnitude and effort effects dramatically change the
situational factors by lowering the barriers to
cheating, we should notice a significant difference in
student perceptions of cheating with IT and cheating
without IT.

Use of IT/ 1T Non-IT
Perception category
Myself and Others 10 Survey Questions 10 Survey Questions

(1,2,7,8,9,10,17,18,19,22) (34,5,11,13,14,15,16,20,21)

Myself 5 Survey Questions 5 Survey Questions
(Nos: 1,2,7,18,22) (Nos: 4,5,16,20,21)
Others 5 Survey Questions 5 Survey Questions

(Nos: 8,9,10,17, 19) (Nos: 3, 11,13,14,15)

Figure 1. IT versus non-IT perceptions of intellectual
property violations (displays the corresponding survey
question numbers per category).

Conceptual framework

In order to study IT’s effect on perceptions of cheat-
ing, we outline our conceptual model of IT versus
non-IT intellectual property violations. The con-
ceptual model serves as a framework to guide our
analysis. The framework depicts the two major ele-
ments that are involved in the proposed model, IT or
non-IT intellectual property violations (Figure 1). In
addition, we divided cheating into two categories: (1)
the student perceives cheating to be acceptable for
them and (2) the student perceives cheating to be
acceptable for others. Within each of the four inter-
secting cells are the expected outcomes that, if I'T is
involved, will affect students’ responses; that is, IT
may be altering our perceptions of intellectual prop-
erty violations. Using this framework, we conducted a
simple survey to initially test our conceptual model.

Hypotheses

Although there is widespread overall agreement on
ethical issues, there may be ambiguity when it comes
to their applications. For example, most students
would agree that it is wrong to shoplift. However,
many disagree about whether or not is it okay to
download music from the Internet. In addition,
student conceptions of ‘fair use’ may lead them to
view information in cyberspace as public knowl-
edge.

Based on the conceptual model, the following
hypotheses are presented:

H1: In general, students will find it more acceptable
to cheat when using I'T than when not using I'T.

H2: Students will find it more acceptable for them
personally to cheat when using I'T than when
not using IT.

H3: Students will find it more acceptable for others
to cheat when using I'T than when not using IT.

The disagreement in the literature about business
student ethics as compared with non-business stu-
dent ethics motivated us to formulate similar
hypotheses for studying IT ethics and traditional
ethics across these two groups. Based on these
considerations, the following hypotheses are pre-
sented:
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Hta: Students majoring in business-related disci-
plines will find it more acceptable to cheat
when using IT than will students majoring in
humanities- and science-related disciplines.

H2a: Students majoring in business-related disci-
plines will find it more acceptable for them
personally to cheat when using IT than will
students majoring in humanities- and science-
related disciplines.

H3a: Students majoring in business-related disci-
plines will find it more acceptable for others
to cheat when using IT than will students
majoring in humanities- and science-related
disciplines.

Finally, we wanted to examine whether under-
graduate students perceive it is more acceptable for
them personally to cheat than for others to cheat.
We again examined our conceptual model with
respect to this classification and proposed the fol-
lowing hypotheses:

H4: In general, students will find it more accept-
able for them personally to cheat than for
others to cheat.

H5:  Students will find it more acceptable for them
personally to cheat when using IT than for
others to cheat when using IT.

Hé6: Students will find it more acceptable for them
personally to cheat when not using IT than for
others to cheat when not using IT.

Methodology
The survey

The TPB model and Banerjee et al. (1998) expansion
of this model suggests that ethical behavior intention is
a predecessor to ethical/unethical behavior. There-
fore, the intention to behave ethically/unethically,
instead of the actual behavior, is measured. Ques-
tionnaire development consisted of multiple phases.
Our questionnaire uses items similar to those used by
Calluzzo and Cante (2004), Etter et al. (2006) and Iyer
and Eastman (2006) which identified specific cheating
behavior rather than general questions as suggested by
Nonis and Swift (1998). We conducted a pre-test of
the questionnaire with 16 undergraduate students in

order to collect explicit feedback on the ease of
understanding the questions, any questions or com-
ments they had and how long they took to complete
the survey (Molnar and Kletke, 2002). The original
questionnaire directly asked the student if they had
cheated such as “‘I have downloaded from the Internet
a term paper, or other material, and submitted it to a
class as my own work for a grade.” Based on the
responses received during the preliminary testing
process and guided by the Allen et al. (1998) sugges-
tion that direct, self-reported measures of cheating
may underestimate its frequency, the questionnaire
was revised and the questions were restated in a more
benign way such as “It is okay for me to ...”. A pilot
study using this revised questionnaire was then per-
formed with 344 undergraduate students (Molnar
et al., 2005). Two additional questions were added to
the final questionnaire (questions 5 and 11) along with
additional questions on demographics, whether or not
the students had taken any ethics courses and amount
of time spent on the computer on a weekly basis.
Surveys were then administered to undergraduate
students at five different geographical academic
locations in the fall and spring semester, 2006—2007.
All subjects volunteered to take the survey and extra
credit for completing it was not provided. All sub-
jects were guaranteed complete anonymity; no
personal identifying data of any sort was collected.
The subjects were reminded to read the questions
closely (due to the reversal of the way some
questions were asked) and were given adequate time
to complete the surveys. Data were coded on an
interval assumed Likert-scale of 1-5, with 1 repre-
senting ‘strongly disagree’ with the acceptance of
cheating and 5 indicating ‘strongly agree’ with the
acceptance of cheating, as perceived by the subject.
Appropriate reversals of negative question responses
were made. The survey asked how the students felt
about cheating using IT (e.g., “It is okay for me to
copy text or images from the Internet (without
citing it in my work) and submit it to a class as my
own work for a grade”) versus not using IT (e.g., “It
is okay for me to copy material from a book, peri-
odical or newspaper (without citing it in my work)
and submit it to a class as my own work for a
grade.”) for themselves and for others (e.g., “It is
okay for others to ...””). The questions were divided
into various categories of intellectual property
violations which included, copying/shoplifting of
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music/software/computer games, copying elec-
tronically or non-electronically completely or any
part of a homework assignment, copying electroni-
cally or non-electronically completely or any part of
a paper, buying or borrowing a paper, and illegally
getting test answers electronically or non-electroni-
cally. Each of the categories was represented by five
questions (identified in Figure 1). The questionnaire
is in the Appendix.

A principal factor analysis was performed on the 20-
item Likert questions (questions 6 and 12 were re-
moved due to the ambiguity of the questions), and a
four factor solution was found. Reliability for each
measure was evaluated using Cronbach’s (1951)
coefticient alpha. Coefficient alpha levels for each
item in the measure exceeded the minimum accept-
able level of 0.70 suggested by Nunnally (1978).
(Cronbach’s alpha for factors 1-4 were .771, .761,
726, .761, respectively). The four-factor solution was
obtained using eigenvalue greater than one criterion
with a varimax rotation. Factor 1 consisted of ques-
tions 1, 2, 7, 18, and 22 with factor loadings ranging
from .555 to .788, which we labeled I'T/myself. These
questions state “It is okay for me...:”" and use infor-
mation technology such as a spreadsheet or the
Internet in the question. Factor 2 consisted of ques-
tions 4, 5, 16, 20, and 21 with factor loadings ranging
from .501 to .846 which we labeled non-I1T/myself.
These questions state ‘It is okay for me...:”" and sug-
gest manual copying of work instead of using IT.
Factor 3 consisted of questions 8, 9, 10, 17, and 19
with factor loadings ranging from .587 to .801 which
we labeled I'T/others. These questions state “Itis okay
for someone other than myself...:”” and use informa-
tion technology such as a spreadsheet or the Internetin
the question. Factor 4 consisted of questions 3, 11, 13,
14, and 15 with factor loadings ranging from .553 to
.857 which we labeled non-IT/others. These ques-
tions state ‘It is okay for someone other than my-
self...:”” and suggest manual copying of work instead of
using IT.

Results

A total of 708 usable questionnaires were returned:
104 questionnaires from a small, private liberal arts
college in the north mid-west, 412 questionnaires
from a large, public south mid-western university,

95 questionnaires from a large, public north-western
university, 43 questionnaires from a small, private
catholic north eastern college, and 54 questionnaires
from a small, private north eastern college. Of the
students completing the questionnaire, 532 declared
themselves in a business related discipline, 139 in a
non-business related discipline, and 37 were either
undecided for a major or did not declare a major.
Each cell in the model had 708 responses for every
question.

A paired f-statistic analysis was performed on the
responses to the questionnaire comparing the dif-
ference in means of two dependent variables of IT
and non-IT, versus the variables of user attitudes.
The paired t-statistic is appropriate because all
respondents answered both the questions about the
use of I'T and the questions about the non-use of IT.
Recall that the larger the number of the response,
the more strongly the student agrees that it is okay to
cheat. Table I summarizes the results of hypotheses
1-3 that are discussed below.

The first hypothesis H1: Students will find it more
acceptable to cheat when using I'T than when not
using IT.

All responses for cheating using IT (a total of 10
questions) were compared to all responses for
cheating without the use of I'T (a total of 10 ques-
tions). (Note: Since we combined factors 1 and 3
into one pooled factor (using IT overall) and factors
2 and 4 into another pooled factor (not using IT
overall) for the analysis of this question, we per-
formed a reliability analysis on these two pooled
factors and found the resulting Chronbach alphas to
be .852 and .847, respectively). Since all respondents
answered questions about both IT and non-IT, the
paired t-statistic analysis was used to evaluate data.
The individual difference (D) = fof all responses for
cheating using IT) — H(of all responses for cheating without the use
of 1Ty Were used for the analysis. The hypotheses for
this paired t-statistic were

Hg: 6o = 0: (there were no differences between

Hary and Upon-1))
H1: 50 # 0

Note J, was the mean of the population differences.
The mean of the population differences between IT



p-value
0.000
0.000

0.546

7.213
11.732
0.604

Std. deviation
0.384
0.447
0.473

0.104
0.197
0.011

N Mean diff.

708
708
708

Non-IT

TABLE 1

The conceptual model and results of the paired t-statistic test for hypotheses 1-3
Question no. (3, 11, 13, 14, 15)

Question no. (3, 4, 5, 11, 13,
14, 15, 16, 20, 21)
Question no. (4, 5, 16, 20, 21)

IT
Question no. (1, 2, 7, 8, 9,
10, 17, 18, 19, 22)
Question no. (1, 2, 7, 18, 22)
Question no. (8, 9, 10, 17, 19)

Use of IT/perception
category
H1: Overall (myself, others)

H2: Myself
H3: Others
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(mean = 2.06, std. dev. = 0.615) and non-IT
(mean = 1.96, std. dev. = 0.618) based questions
was 0.104 with a standard deviation of 0.384, and
the computed test statistic (f) had a value of 7.213.
The null hypothesis was rejected at a p-value of
<.05, which means that there was a difference be-
tween pUqry and  fgonrry- The paired f-statistic
analysis with the mean of the populations differences
(0.104) supports the hypothesis that students find it
more acceptable to cheat when using I'T than when not
using IT.

This hypothesis was also tested for business dis-

cipline-related majors as compared with non-busi-
ness discipline-related majors (Hypothesis H1a). The
computed f-statistic was —0.076 with a p-value of
0.93; the null hypothesis could not be rejected at a
p-value of <.05. Thus, for the data of this study,
there were no demonstrable differences that would
support hypothesis Hla and, therefore, there does
not appear to be a difference in terms of perceptions
of cheating when using and not using IT between
business discipline-related majors and non-business
discipline-related majors.

The second hypothesis H2:  Students will find it more
acceptable for them personally to cheat when
using IT than when not using IT.

All responses for cheating using IT for the students
personally (a total of 5 questions) were compared to
all responses for cheating without the use of IT for
the student personally (a total of 5 questions). Again,
because all respondents responded to both the IT
and non-IT related questions, the paired f-statistic
analysis was used to evaluate data. The individual
difterences (D) = W(of all responses for cheating using IT for
the students personally) — H(of all responses for cheating without
the use of IT for the students personally) Were used for the
analysis. The hypotheses for this paired f-statistic
were

Hg: do = 0: (there were no differences between

HaT, personally) and Hnon-1T, pcrsonally))
Hli 5() # 0

Note d, was the mean of the population differences.
The mean of the population differences between
IT (mean = 2.10, std. dev. = .627) and non-IT
(mean = 1.90, std. dev. = 0.636) for students
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personally based questions was 0.197, the standard
deviation was 0.447, and the computed test statistic
() had a value of 11.732. The null hypothesis was
rejected at p<.05, which meant that there were
differences between T, personatyy aNd  Umon-rT,
personally)- 1 e paired t-statistic analysis with the mean
of the populations difference (0.197) supports the
hypothesis that students will find it more acceptable for
them personally to cheat when using I'T than when not
using IT.

This hypothesis was also tested for business dis-
cipline-related majors as compared with non-busi-
ness discipline-related majors (Hypothesis H2a). The
computed f-statistic was 0.018 with a p-value of
0.99; the null hypothesis could not be rejected at
p <.05. Thus, for the data of this study, there were
no demonstrable differences that would support
hypothesis H2a and therefore there does not appear
to be a difference in terms of perceptions of cheating
for students personally when using and not using I'T
between business discipline-related majors and non-
business discipline-related majors.

The third hypothesis H3: Students will find it more
acceptable for others to cheat when using IT than
when not using IT.

All responses for others cheating using I'T (a total of
5 questions) were compared to all responses for
others cheating without the use of IT (a total of 5
questions). As before, the paired f-statistic analysis
was used to evaluate data. The individual differences

(D) = H(of all responses for cheating using IT for other stu-

dents) — :u(of all responses for cheating without the use of IT for
other sudentsy were used for the analysis. The

hypotheses for this paired f-statistic were

Hg: 09 = 0: (there were no differences between

:u(IT, others) and ,u(nou—IT, othcrs))
Hll 5() # 0

Note J, was the mean of the population differences.
The mean of the population difterences between IT
(mean = 2.03, std. dev. = 0.666) and non-IT
(mean = 2.02, std. dev. = 0.668) for others-based
questions was 0.011 with a standard deviation of
0.473. The computed test statistic (f) had a value of
0.604, so the null hypothesis could not be rejected at
p<.05, which meant that there were no differences

between HaT, others) and Hmon-1T, others))' The paired
f-statistic analysis with the mean of the populations
differences (0.011) does not support the hypothesis
that students will find it more acceptable for others to cheat
when using I'T than when not using IT.

This hypothesis was also tested for business
discipline-related majors as compared with non-
business discipline-related majors (Hypothesis H3a).
The computed t-statistic was —0.158 with a p-value
0f 0.87; the null hypothesis could not be rejected at a
p-value <0.05. Thus, for the data of this study, there
were no demonstrable diftferences that would sup-
port hypothesis H3a and therefore there does not
appear to be a difference in terms of perceptions of
others cheating when using and not using IT
between business discipline-related majors and
non-business discipline-related majors. For this study
overall, no significant differences could be deter-
mined with respect to student perceptions regarding
cheating using IT for business discipline-related
majors as compared with non-business discipline-
related majors.

A paired t-statistic analysis was also performed on
the responses to the questionnaire comparing the
difference in means of two dependent variables of
others, and myself versus the variables of user atti-
tudes. Table IT summarizes the results of hypotheses
4—6 that are discussed below.

The fourth hypothesis H4
it more acceptable for them personally to cheat

In general, students will find

than for others to cheat.

All responses for cheating myself (a total of 10
questions) were compared to all responses for
cheating for others (a total of 10 questions). (Note:
Since we combined factors 1 and 2 into one pooled
factor (myself overall) and factors 3 and 4 (others
overall) into another pooled factor for the analysis of
this question, we performed a reliability analysis on
these two pooled factors and found the resulting
Chronbach alphas to be .831 and .851, respectively).
Since all respondents answered questions about
cheating for themselves and for others, the paired
f-statistic analysis was used to evaluate data. The
individual difference (D) = M(of all responses for cheating
for me personally) — H(of all responses for cheating for others)
were used for the analysis. The hypotheses for this
paired f-statistic were



p-value
0.075
0.000
0.000

-1.781
4.759
=7.275

0.323
0.402
0.420

0.072
-0.115

N  Mean diff. Std. deviation
-0.022

708
708
708

Others

TABLE 1II

The conceptual model and results of the paired t-statistic test for hypotheses 4-6
Question No. (3, 11, 13, 14, 15)

Question No. (3, 8, 9, 10, 11,
13, 14, 15, 17, 19)
Question No. (8, 9, 10, 17, 19)

Myself
Question No. (1, 2, 4, 5, 7,
16, 18, 20, 21, 22)
Question No. (1, 2, 7, 18, 22)
Question No. (4, 5, 16, 20, 21)

Use of IT/perception category

(IT/non-IT)
H6: Non-IT

H4: Overall
H5: IT
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Hgy: §y = 0: (there were no differences between

,u“(myself) and :u(others))
H1Z 50 # 0

Note 0y was the mean of the population differences.
The mean of the population differences between
myself (mean = 2.00, std. dev. = .0.591) and others
(mean = 2.02, std. dev. = 0.623) based questions
was —0.022 with a standard deviation of 0.323. The
computed test statistic () had a value of —1.781, so
the null hypothesis could not be rejected at a p-value
<.05, which meant that there was no significant
difference between fmysery and foehers). The paired
f-statistic analysis with the mean of the population
differences (—0.022) does not support the hypothesis
that students in general find it more acceptable for
them personally to cheat than for others to cheat.

The fifth hypothesis H5: Students will find it more
acceptable for them personally to cheat when
using IT than for others to cheat when using IT.

All responses for cheating using IT for the students
personally (a total of 5 questions) were compared to
all responses for cheating with the use of IT for
others (a total of 5 questions). Again, because all
respondents responded to questions regarding
cheating with the use of IT both for themselves and
for others, the paired f-statistic analysis was used to
evaluate data. The individual differences (D) = pr
all responses for cheating using IT for me personally) — H(of all

responses for cheating using 1T for others) WETE used for the
analysis. The hypotheses for this paired t-statistic

were

Hgy: dy = 0: (there were no differences between

:u(IT, personally) and ﬂ(lT, others))
H1: 50 # 0

Note 0y was the mean of the population differences.
The mean of the population differences between
myself (mean = 2.10, std. dev. = 0.627) and others
(mean = 2.03, std. dev. = 0.666) using IT-based
questions was 0.072 with a standard deviation of
0.402. The computed test statistic (f) had a value of
4.759, so the null hypothesis was rejected at p <.05,
which meant that there were differences between
HAT, personalty) ANA Lo, others)- The paired t-statistic
analysis with the mean of the population differences
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(0.072) supports the hypothesis that students will find
it more acceptable for them personally to cheat when using
IT than for others to cheat when using IT.

The sixth hypothesis H6: Students will find it more
acceptable for them personally to cheat when not
using I'T than for others to cheat when not using I'T.

All responses for cheating without the use of IT for
the students personally (a total of 5 questions) were
compared to all responses for cheating without the
use of IT for others (a total of 5 questions). Again,
because all respondents responded to questions
regarding cheating with the use of IT both for
themselves and for others, the paired t-statistic
analysis was used to evaluate data. The individual
differences (D) = H(of all responses for cheating without the

use of IT for me personally) — H(of all responses for cheating

without the use of IT for others) WEIC used for the analYSiS'
The hypotheses for this paired f-statistic were

Hy: dy = 0: (there were no differences between

:u(non—IT, personally) and Au(non—lT, others))
H1: 50 # 0

Note 0y was the mean of the population differences.
The mean of the population differences between
myself (mean = 1.90, std. dev. = 0.636) and others
(mean = 2.02, std. dev. = 0.668) without the use of
[T-based questions was —0.115 with a standard
deviation of 0.420. The computed test statistic (f)
had a value of —7.275, so the null hypothesis was
rejected at p<.05, which meant that there were
differences between LUmon1T, personaity) aNd Unon-1T,
others)- T'he paired t-statistic analysis with the mean of
the population differences (—.115) shows that al-
though there is a significant difference it is actually
the reverse of the stated hypothesis, i.e., students will
find it more acceptable for others to cheat when not using I'T
than for them personally to cheat when not using IT.
The analysis of these three hypotheses suggest that
the students in this study differentiate between
cheating personally and others cheating but in dif-
ferent ways when IT is involved. The students held
themselves to a higher ethical standard in regards to
cheating than they do other people when IT is not
involved. However, when IT is involved, these
students found it more acceptable for them to per-
sonally cheat than for others to cheat. Further

research in this area needs to be done to determine
why the students perceive it is more acceptable for
them to personally cheat when using IT.

Conclusions and implications

It appears from this analysis that undergraduate stu-
dents in general find cheating using IT more
acceptable than cheating without the use of IT, at
least in terms of intellectual property violations.
Students seem to find it more acceptable for them to
personally cheat when using I'T than when not using
IT. However, students do not perceive that same
difference for others. They seem to regard cheating
for others the same with or without the use of IT.
That is for others, cheating is cheating, but for
themselves they may make a justification for cheat-
ing when IT is involved. We did not find any sig-
nificant differences for any of these hypotheses
between the responses of business students and non-
business students.

In general, students do not find it more acceptable
for them personally to cheat than for others to cheat.
However, it does appear that undergraduate students
perceive that it is relatively more acceptable for them
to personally cheat when using IT than for others to
cheat when using IT. On the other hand, when IT is
not involved this is reversed. Students find it more
acceptable for others to cheat than for themselves
when IT is not involved. The students appear to
have a different ethical standard when IT is involved.

IT ethics is an area in which change is needed.
Much research toward that end, in both student
attitudes and behaviors and in employee behaviors,
remains to be done. Our study results show that
undergraduate students in general find it more
acceptable to cheat using IT than to cheat without
using IT. This suggests that the traditional ethical
beliefs of the undergraduate students in our sample
contradict their behaviors regarding the use of IT to
cheat and engage in intellectual property violations.
The question arises: does this phenomenon follow
the students after they graduate and enter the work
force; and how does it manifest itself within the
work environment?

First, in business organizations IT ethics is often
an uncharted area, and guidelines and rules of
conduct, if present, vary widely across organizations.
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[t appears that I'T ethics are different from traditional
ethics among IT professionals in business organiza-
tions, just as they are in our student sample. In fact,
recent studies have revealed that I'T ethics in business
organizations are frequently problematic. In 2007
(Harbert, 2007) for example, the Ponemon Institute
reported that in a survey of over 16,000 experienced
IT professionals, 62% said that they had accessed
another person’s computer without permission;
and 42% said they had knowingly violated their
company’s privacy, security, or IT policies. More
than one-third of respondents said they still had
access to their former employers’ networks, even
after they had left the company. This is particularly
disturbing, because to know that they still had access
implies that they tried it, which would be distinctly
unethical.

Second, it should be pointed out that today’s
students become tomorrow’s employees, and as long
as students support less ethical behaviors when using
IT than when not using IT, those attitudes will most
likely be carried along as they become business and
industry’s employees. This will not improve the
practice of IT ethics in organizations. How might
we begin to improve IT ethics in practice in the
work force? According to Barquin (Harbert, 2007),
information technology can create the illusion that a
specific action or behavior is all right because it
distances the individual from consequences of that
action or behavior. Perhaps introducing coverage of
IT ethics into university and college curricula could
help dispel this illusion and pave the way for con-
structive growth. In addition, although codes of
ethics exist in various disciplines, such as accounting
or law, there are no specific codes of IT ethics to
guide IT professionals (Harbert, 2007). General
codes of ethics certainly exist, but not a code of IT
ethics.

With a twofold research approach of modifying
students’ IT ethics through curriculum changes and
at the same time developing a standard code of IT
ethics that can be used in business and industry, it
will be possible to help business organizations
improve the way their professional IT workers
approach and deal with IT-related ethical situations
in their organizations. Incoming employees, after
receiving appropriate coverage of IT ethics in their
university and college educations, would be more

supportive of IT ethics within the context of their
employment.

Limitations

One limitation of this study is the questionnaire.
Although not included in the analysis, questions 6 and
12 on the survey had to be thrown out due to the
ambiguity in the wording. In addition, questions 4 and
15 ask about the physical removal of an item (i.e.,
shoplifting a CD or computer disk) for the non-IT
question which would compare to the IT question
about music downloading which regards only intel-
lectual property rights. It is possible that a better
comparison could have been used. We acknowledge
that additional questions may also have been useful,
but we also recognize the trade-off between simplicity
and detail. Many students tire in completing a long
questionnaire and if the questionnaire is too long the
students will either fail to complete the survey, will not
fully address each question, or will answer the ques-
tions haphazardly without thought just to get done. In
future studies, the questionnaire should add in addi-
tional questions and some questions should be
reworded. In addition, it would be helptul to suffi-
ciently spread out the range of responses so instead of
using a 1-5 Likert scale, the scale could be extended to
1-10 or even 1-100. This would portray diftferences
more definitively than does a Likert scale of 1-5.

Another limitation is that we wused mainly
undergraduate students who were enrolled in an
introductory systems  (IS)
Although this is normally a cross-section of the
undergraduate student population, students taking IS
courses may feel more comfortable using IT which
may have skewed their responses.

In addition, as stated earlier, we can only infer
behavioral intentions from the responses. We do not
know if these students actually behave unethically,
only that these are their reported perceptions.

information course.

Future research

This survey also collected additional information on
demographics, whether or not the students had
taken any ethics courses and amount of time spent
on the computer on a weekly basis. Preliminary



668 Kathleen K. Molnar et al.

analysis of this data show that for this sample,
students who have had some coverage of ethics in
an IS-related class showed stronger support of IT-
related ethical behaviors than students who have
not had coverage of ethics in an IS-related class.
This opens the door for further research on ethics
and curricula; and for subsequent impacts on the
workforce when students with improved IT ethics
become employed. Further research should be
conducted into how IT ethics should be introduced
into curriculum and where it should be placed.
Research is also needed on what content, and how
much, should be included to bring about a signif-
icant change in students’ attitudes and beliefs about
IT ethics. Further, research needs to follow students
into business organizations and conduct longitudi-
nal studies as to impacts on the IT ethics as prac-
ticed in those organizations over time. A beneficial
area of research would study IT ethics in business
organizations toward the end of building a code of
IT ethics that could be adopted by the professional
IT organizations including what a code of IT ethics
should look like; what the scope of such a code of
ethics should be, how the code of ethics would
translate into practice; and what pieces, if any, of a
code of IT ethics might already exist.

Future research into what can be done to change
unhealthy IT ethical attitudes in students into posi-
tive constructive ones is essential. Determining why
students feel the way they do about IT ethics and
how this impacts the legitimate use of Internet-
available materials needs study. Some colleges and
universities have introduced information ethics
classes into their curricula. It would be useful to
learn definitively whether IT ethics are different in
students who have had an information ethics class
than they are in those students who have not had an
information ethics class. This could give us a direc-
tion in which to proceed as far as establishing or at
least encouraging better IT ethics in students. It
could also stimulate research into curriculum issues
regarding IT ethics. Further research should be
undertaken regarding students in business discipline-
related majors as compared with non-business-re-
lated disciplines. It would be useful for new research
to resolve the contradictions that currently appear in
the literature with respect to these two groups of
students.

In addition, it would be interesting to explore the
general population’s views on IT ethics and compare
those with college students’ views. Further research
should explore general public perceptions about
downloading software, music, etc., from the Internet
regard for the licensing procedure.
Expanding this research beyond the academic setting
to the general population would have implications

without

for software companies and all those whose work is
available over the Internet.

“Advances in technology and increasingly com-
plex and sophisticated systems do not alter our basic
human commitments to ourselves, our fellow hu-
man beings, animals, and the environment... The
situations have changed, but the principles or desired
results remain the same.” Hauptman and Motin

(1994, p. 8)

Appendix

Research Survey Questions 20067
Your University or College
Your Major
Your Gender (please circle):  Male
Your Age

For each question, please circle the response that
best reflects your university or college educational

Female

experience. (1 = strongly disagree, 2 = disagree,
3 = no opinion, 4 = agree, 5 = strongly agree)

1. Tt is okay for me to download or copy copy-
righted music/software/computer games for
my own personal use without complying
with the licensing agreement.

2. It is okay for me to copy an electronic file
such as an Excel spreadsheet and submit it
to a class as my own work for a grade.

3. It is NOT okay for someone other than
myself to copy written homework (such as
math or accounting problems or computer
programs) from someone else and submit it
to a class as his/her own work for a grade.

4. It 1s okay for me to shoplift a CD or com-
puter disk.

5. It is okay for me to share answers to a quiz
or an exam with other students who have
not yet taken the quiz or exam.



10.

11.

12.

13.

14.

15.

16.

17.

18.
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It is okay for someone other than myself to
submit a friend’s paper or part of a paper to
a class as his/her own work for a grade.

It is NOT okay for me to use a Personal
Data Assistant (PDA) or text messaging on
a cell phone or ipod or other device to get
an answer to a question when it is not al-
lowed during a quiz or an exam.

It is okay for someone other than myself to
use a Personal Data Assistant (PDA) or text
messaging on a cell phone or ipod or other
device to get an answer to a question when
it is not allowed during a quiz or an exam.
It is okay for someone other than myself to
copy an electronic file such as an Excel
spreadsheet and submit it to a class as his/
her own work for a grade.

It 1s okay for someone other than myself to
purchase a term/research paper from the
Internet and submit it to a class as his/her
own work for a grade.

It 1s okay for someone other than myself to
share answers to a quiz or an exam with
other students who have not yet taken the
quiz or exam.

It is okay for me to submit a friend’s paper
or part of a paper to a class as his/her own
work for a grade.

It is okay for someone other than myself to
look on another student’s paper and take an
answer for his/her own use during an exam.
It is okay for someone other than myself to
copy material from a book, periodical, or
newspaper (without citing it in his/her
work) and submit it to a class as his/her
own work for a grade.

It is okay for someone other than myself to
shoplift a CD or computer disk.

It 1s okay for me to copy written homework
(such as math or accounting problems or com-
puter programs) from someone else and submit
it to a class as my own work for a grade.

It is okay for someone other than myself to
download or copy copyrighted music/soft-
ware/computer games for my own personal
use without complying with the licensing
agreement.

It is okay for me to copy text or images
from the Internet (without citing it in my

work) and submit it to a class as my own
work for a grade.

19. It is okay for someone other than myself to
copy text or images from the Internet (with-
out citing it in his/her work) and submit it to
a class as his/her own work for a grade.

20. It is okay for me to look on another stu-
dent’s paper and take an answer during an
exam.

21. It is NOT okay for me to copy material
from a book, periodical or newspaper
(without citing it in my work) and submit
it to a class as my own work for a grade.

22. It is okay for me to purchase a term/re-
search paper from the Internet and submit it
to a class as my own work for a grade.
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